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Amendment Protections for U.S. users



Securing Communications through Law
Increasingly Popular, at least in E.U.

...

What is 'security' as regulatory concept?
How should regulators conceive it?



Why Interested in Concepts?!

40 Years of (E.U.) Communications Security Policy

Two Claims: ‘Technical’ & ‘Political’ Security

New, Third Claim: 'Human Right' 

Communications Security Amidst 3 Claims

OUTLINE
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Concepts Scope Regulation –
Long Term Power Implications



15 years: IP-Address
'Personal Data' Definition?

New E.U. Proposal: 
'Pseudonimized' Data



E.U. Data Protection response to NSA?
Lion's Share ≠ 'Personal Data'
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E.U. ‘Security’ Concepts: 5 Cycles 
Analyzed Definition & Scope

1. Data Protection

2. Telecommunications Law

3. Encryption: Signatures & Certificates

4. Cybercrime 

5. ‘Network & Information Security’ 



 You May Wonder, No National Security?
 Sole Competence E.U. Member States

History on One side of Coin: 
E.U. Council / Members States 
Re-frame it as National Security 

Future on Other side of Coin? 
Might enable focus on actually 
securing communications



Found some gems in mid 90s 
E.U. 'Security' Policymaking (paper)



General Observations E.U. Policies: 
Not About Communications Security

1. No conceptual clarity whatsoever
2. Data protection important normative 

influence
3. Lobbying very successful, legislator wary of 

additional regulatory burdens
4. Implicit, huge national security capture by 

E.U. Member States 
5. Without E.U. constitutional framework, 
end user interests hardly observed



Comparison with U.S. Approach to 
Communications Security Concepts

“Secure Communications – Telecommunications 
deriving security through use of NSA-approved 
products” 

NIST IR 7298, Revision 2, “Glossary of Key Information Security Terms”, p. 171



BULLRUN: 
SUBVERTS HTTPS / SSL



QUANTUM: ~100.000 NETWORKS
                     ~140.000 Botnets
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Two Different Claims to ‘Security’:
‘Technical’ and ‘Political’



c.i.a.-Triad & McCumber Cube, 1991
Still part of training, standards, law



Security protects 
Confidentiality
Integrity                     
Availability                

        “the protection of information and information systems 
against unauthorised access or modification, whether in 
storage, processing, or transit, and against denial of 
service to authorised users”

           Source: ‘History of Information Security’, Auerbach 2002, p.20.

'Technical' Security: c.i.a.-Triad 

of information transmitted 
through networks/systems

RAND Report R-609 (“The Ware Report”), 1970
Calls to expand c.i.a. / to use 'Assurance' – Cherdantseva et al. (2013)



Central Concept: Authorization
Role for Regulation 

24



Complex c.i.a. trade-offs
Role for regulation/policy



DigiNotar Attack: Casualties?
600.000 Iranian IP Addresses



Why Interested in Concepts?!

40 Years of (E.U.) Communications Security Policy

Two Claims: ‘Technical’ & ‘Political’ Security

New, Third Claim: 'Human Right' 

Communications Security Amidst 3 Claims

OUTLINE



So 90’s:
Users Connect
Tech Changes
Crypto Wars
IP Wars



Increased stakes in IT give rise to
‘Political Security’: Cybersecurity

The Copenhagen School
Nissenbaum (2009)



Cybersecurity Securitization: 
Securing Political Agenda's



James Baker, former senior DOJ official on FISA: 

“Let me repeat that: there are arguments that in order 
to defend ourselves, the government needs to be 
able to monitor all Internet communications.  All of 
them.  

Is this possible, even if it is necessary?  Maybe.  The 
key limiting factors are money and access.  And you 
would need lots of both.”

13 Sep ‘13, Constitution Day address, Dickinson College

http://clarke.dickinson.edu/wp-content/uploads/Dickinson-Constitution-Day-Talk-12-Sept-2013.pdf 
31

Cybersecurity: the “Cyber Threat” to 
Monitor All Communications 

http://clarke.dickinson.edu/wp-content/uploads/Dickinson-Constitution-Day-Talk-12-Sept-2013.pdf
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Human Right to Data Security:
States Obliged to Legislate and Enforce



8 apr, E.U. Court
Data Retention Directive Void



Landmark ruling for 'data security':
European Court of Justice, §66-68

     §66: “no sufficient safeguards to ensure full 
confidentiality and integrity”

1.  §66: Criteria when security measures need to go 
beyond general delegation to private sector: 
• Quantity Data
• Sensitivity Data
• Risk of Abuse 

2.  §67: DRD wrongly permits economic considerations for 
data security 

3.  §67: DRD has no explicit data destruction rules
4.  §68: DRD does not prohibit storing data outside E.U., 

insufficient control over retained data



German Constitutional Court
Hacking/Malware Surveillance







What is 'security' as regulatory concept?
How should regulators conceive it?

Obligation for legislators in Europe: 
Constitutional Criteria
 



European Constitutional Obligations:
Establish Baseline Protection 

1. ECHR '08: Not only own use, but state 
responsibility to ensure citizens enjoy secure 
systems

2. ECJ '14: broad understanding 
'communications', part of data security 

3. ECJ '14: first time develops parameters for 
human right, links to c.i.a.-triad

4. German Constitutional Court Leads Way, 
similar to data protection in 1983 ruling? 
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Securing Communications through Law
Increasingly Popular, at least in E.U.

...

What is 'security' as regulatory concept?
How should regulators conceive it?



What Is “Communications Security” 
As a Regulatory Concept?

● Technical definition, and need to deepen 
conversation engineers and policymakers

● Infused with constitutional values

● Courts recognize need to counterbalance 
perverse economic and political incentives 
detrimental to the enjoyment of secure 
communications and fundamental rights  



What Is “Communications Security” 
As a Regulatory Concept?

● Conceptual boundaries systems, networks 
and information blurring – also in regulation

● How to negotiate the authorized user depends 
on very specific circumstance, cf. HTTPS 

● Within constitutional parameters, policymakers 
need to provide normative guidance:
● Are you ensuring secure communications, or 
securing economic / political agenda's? 
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