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aan de Unrversitert van Amsterdam
op gezag van de Rector Magmficus
prof. dr. D C. van den Boom
ten overstaan van een door het college voor promoties
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Dutch government:
stop using the internet

Donner
ontraadt
internet

Van onze parlementaire
redactie
DEN HAAG, zaterdag
Minister Donner (Binnen-
landse Zaken) heeft een op-
merkelijk advies voor mensen
die twijfelen aan de betrouw-
baarheid van internet door de
problemen met veiligheids-
certificaten.
w<Doe dat niet meer, werk
net als ik met brieven en over-
schrijvingsbiljetten”, aldus de

62-jarige bewindsman.

De Telegraaf, Frontpage, 5 Sept. 2011

Het Weer
“work with letters

and bank cheques,
just like me!”
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“We I\/Ius D Something.
This Is Something.
Therefore, We Must Do It”
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rompon | European data stored inthe "cloud” eould be acguired and inspected by
LS. law enforcement and intefligence agencies; despite Eurgpe’s strong data
protection laws, university researchers have suggested.

The research paper, titled "Cloud Computing in Higher Edueation and Research
[nstitations and the L'SA Patriot Act," written by legal experts at the University of
Amsterdam's Institute for Information Law, support previous reports that the
anti-terror Patriot Act could be thearetieally used by U5, law enforcement to bypass



Reaction Dutch government: "NSA
will respect Dutch patient privacy!”

“In Nederiand kennen wij een medisch
beroepsgeheim, Er kan dan ook geen sprake
van zijn dat wie dan ook zonder toestemming
in medische gegevens van anderen zit te
neuzen.”

Edith Schippers (VVD)

minister van Volksgezondheid




Reaction Amazon: “Fearmongers!”

Amazon-topman Vogels ziet discussie over
privacy en de cloud als ‘pure bangmakeriy’
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PRISM Program Cost: ~
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General Research Question
Thesis:

How should the EU lawmaker protect
private communications security?



OUTLINE

Communications security
Why communications security fails
Systemic flaws in E.U. communications law

Recommendations



OUTLINE

Communications security



Communications Secuirity ...

Protects:
Confidentiality
Integrity
Availability

of information transmitted
through networks/systems



... has been around for a while




THE INTERNE

A NETWORK OF COMPUTER NETWORKS

. INTERMET NODE DATA TRAFFIC
ltraffic controtler [ 15F) snnna |FEubed communication

Based on 'IP’: Internet Protocol (~1974)



1989: HTTP
W —N
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p2p: files

SMTP: mail

IP = Foundation 'network’ society



‘gomestication:

digital technology
Is our BFF

T
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IP great for availability, but:
communications
... confidentiality?

... Integrity?



OUTLINE

Why communications security fails



Fallure classes:

Technology
Users
Markets

Survelllance



Fallure classes:

Survelllance



Snowden

Disclosure: .\

-----

Bulk intercepts
Submarine cables

Ch J) |



HTTPS: Snowden disclosure
MUSCULAR o ccceensmoron

Current Efforts - Google
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In this slide from a National Security Agency presentation on "Google Cloud Exploitation,” a sketch shows where
the “Public Internet” meets the internal "Google Cloud” where user data resides. Two engineers with close ties to
Google exploded in profanity when they saw the drawing
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CBS News

[
Shares. Twests  Stumbles  BEmal I n b O t h I a W
NEW YORK -- Secrst loopholes exist that could allow the National Security

Agency to bypass Fourth Amendment protections to conduct massive domestic
surveillance on 10.5. citizens. aceording to leading academies.

The research paper released Monday by researchers at Harvard and Boston a I l te ‘ I I l I O I O
University details how the 17.5. government could "conduct largely unrestrained

surveillance on Americans by collecting their network traffic abroad,” despite
constitutional protections against warrantless searches,

One of the paper’s authors, Axel Arnbak of Harvard University's Berkman Center
tor Internet & Society, told CBS News that U.S. surveillance laws presume Internet
traffic is non-American when it is collected from overseas,



File Says N.S.A. Found Way to Replace Email Program

By CHARLIE SAVAGE NOV 19,2015

et

The Natonal Secority Asency headqguarters at Fort Meade, Maryland in 2010
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If you secure one part of
communications network,

Breaches move to the next part
of the network.

Ergo:
Law should secure the entire
communications value chain




Fallure classes:

Markets



e 1 september 2014, 12:38

Privéfoto’s beroemdheden online na hack

Lesson 1:
protect against “brute force”
password guessing hack



D

Sign in to iICloud

Apple ID

Password ©)

" | Remember me

Why? “market failure” by user lock-in
Not Apple, but users feel the pain of hack






Known for long

HTTPS: deep security flaws

All CAs are a
weakest link!

Many CAs hacks
All kept silent
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Across communications security:
nghly Concentrated security markets

*HTTPS market

* 3 CAs sell 75% certs
* 5 CAs sell 90% certs
* For top 1k, top 100k
and top 1m domains

Across web, similar
market dynamics

Certificate Brand

ymantec/GT- Market Shares
RapidSSL, 2001,
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Market failures across security
markets:

Information asymmetries
Negative externalities
User lock In



OUTLINE

Systemic flaws in E.U. communications law



PART I: A HISTORY OF EU COMMUNICATIONS SECURITY
LAW

2. Five EU Communications Security ‘Policy Cycles’

Regulatory failure can often be attributed to shortcomings in legal definitions.>
The apparent lack of a comprehensive overview of the EU regulatory
framework of communications security is not a good omen in this respect.™ A
2013 policy study commissioned by the European Parliament calls the exercise
of providing such an overview ‘undoubtedly highly complex’. and m the end
dodges the question at hand.** This chapter seeks to fill the gap. as it maps over
three decades of information and communications security conceptualizations
m E.E.C.. E.C. and EU policies, sketching the relevant regulatory framework of

EU communications security law in the process.

Historical analysis: 25 years
of EU communications law



Current laws have old legacies:
fx. Breaking state monopolies
Not 'scoped’ to same functionality

v
- 9

regulated




FIGURE

1 HTTPS Authentication Data Flows

CA root
verification
HTTPS request and
subsequent SSL
certificate offering HTTPS request
; web end
B L browsers L users
sl >
"handshake” "handshake”
authtentication authtentication

certificate signature
verification [%SEF]

certificate
authority

/

HTTPS communications:
Only CAs (weakly) regulated




Not exactly securing the entire
communications value chain

EU law offers a
patchwork of protection



Intensely successful lobbying
Some gems of the mid 90s

Private-Key



ChLHA ERPONEACKWA CRIOY EIROFAS SAVIENTHAS TIESA
TRIBUNAL DE JUSTICIA DE LA UNION EUROPEA ELROPOS SAJUNGOS TEISINGUMO TEISMAS
SOUDKI DYUR EVROPSKE UNE AL BUROPAL UNIO BIROSAGA
DEN VUROPEISKE LNKISS DOMSTOL ILACCRTT TAL-GUSTIZZIA TAL-UNJONT EWROPEA
GURICTITSIOF DER EUROPAISCIEN UNION HOF VAN JUSTITTE VAN DI EUROPESE UIg
FURCOPA LUDL KEHILS TRYDUNAL SPRAWIEDLIWOSCT UM EUROPILSK I
ATKAXTHIO THE EY FONATKHE ER{EHY TRIBUNAL DEJUSTICA 1A UNIAO EURGPEIA
COURT OF IUSTICT OF THIS EUROPEAN UNION CURTEA DE IUSTITIE A UNIUNI EUROPENE
COUR DI JUSTICH DEELUNION EUROPING SUDNY DVOR FURCISKE TINIE
CUIRT BIREITHIUNAIS AN AONTAIS EORFAIGH SOUISCE EYROPSKE UNUL
SLTFUROPSKE UNUI LUXEMBOURG EURDOPAN LINIONIN TUOMICISTUIN
CORTE DUCGIUETIZLA DELLUNIONE FUROFEA EUROPEISEA LNIINENS DOMSTOH

JUDGMENT OF THE COURT (Grand Chamber)

8 April 20147

(Electronic communications — Directive 2006/24/EC — Publicly available
electronic communications services or public communications networks
services — Retention of data generated or processed in connection with the
provision of such services — Validity — Aurticles 7. 8 and 11 of the Charter of
Fundamental Rights of the European Union)

In Joined Cases C-293/12 and C-594/12.
REQUESTS for a preliminary ruling under Article 267 TFEU from the High
Court (Ireland) and the Verfassungsgerichtshof (Austria), made by decisions of 27

January and 28 November 2012, respectively. received at the Court on 11 June
and 19 December 2012, in the proceedings

Digital Rights Ireland Ltd (C-293/12)

3 april 2014, E.U. Court
Data Retention Directive Void



Landmark ruling: Human Right to
Communications / Data Security

1. Para. 66 on c.l.a.-triad: “no sufficient
safeguards to ensure full
confidentiality and integrity":
—Quantity Data
—Sensitivity Data
—Risk of Abuse
1. 67: Wrongly permits economic
considerations for IT-security



A Constitutional First Line of Defense




OUTLINE

Recommendations



Research Question:

How should the EU lawmaker protect
private communications security?



5 general recommendations:

The EU lawmaker should:

N~

5.

Implement human rights obligations

Resist regulatory capture by national security
Definition: ensure all elements of the c.i.a.-triad
Scope: technology-neutral along entire
communications value chain

Intervene in persistent market failures

BONUS!
Use analytical model developed in case studies :)



reform inevitable on long term
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Or else....

Het Weer
work with letters

and bank cheques,
just like Mr. Donner!

Donner
ontraadt
internet

Van onze parlementaire
redactie
DEN HAAG, zaterdag
Minister Donner (Binnen-
landse Zaken) heeft een op-
merkelijk advies voor mensen | {4l ) (el VAR (o) b e
die twijfelen aan de betrouw-
baarheid van internet door de
problemen met veiligheids-
certificaten.
w2Doe dat niet meer, werk
net als ik met brieven en over-
schrijvingsbiljetten”, aldus de
62-jarige bewindsman.

De Telegraaf, Frontpage, 5 Sept. 2011
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Securing Private Communications

Pratecting Privarte Commuumications Securitv in EU Law:
Fundamental Rights, Functional Value Chains and Market

DIncentives

Thesis, papers, presentations:
https://www.axelarnbak.nl

ACADEMISCH PROEFSCHRIFT

ter verkrijging van de graad van doctor
aan de Unrversitert van Amsterdam
op gezag van de Rector Magmficus
prof. dr. D C. van den Boom
ten overstaan van een door het college voor promoties
mgestelde commuissie, mn het openbaar te verdedigen in de Aula der Universitert
op woensdag 25 november 2015 te 11:00 wur
door

Axel Martin Arnbak

geboren te ‘s-Gravenhage
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