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Dutch government: 
stop using the internet

“work with letters 
and bank cheques, 

just like me!”



“We Must Do Something. 
This Is  Something. 

Therefore, We Must Do It”



  

cloud computing
&

“Patriot Act”



Reaction Dutch government: “NSA 
will respect Dutch patient privacy!” 



Reaction Amazon: “Fearmongers!”





General Research Question 
Thesis:

How should the EU lawmaker protect 
private communications security?
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OUTLINE
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   Protects: 
Confidentiality
Integrity                     
Availability                

Communications Security ...

of information transmitted 
through networks/systems



… has been around for a while 





IP = Foundation 'network' society

1989: HTTP 

SMTP: mail

p2p: files



  

domestication:
digital technology

is our BFF



IP great for availability, but:

communications

... confidentiality?

... integrity? 
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Snowden 
Disclosure:
TEMPORA

Bulk intercepts 
Submarine cables



HTTPS: Snowden disclosure 
MUSCULAR



article:
“Loopholes

to Circumvent
the Constitution”

in both law
and technology



Last
Week!



If you secure one part of 
communications network, 

Breaches move to the next part 
of the network. 

Ergo: 
Law should secure the entire 
communications value chain 



Failure classes:

Technology
Users 
Markets
Surveillance



iCloud Fail! 

Lesson 1:
protect against “brute force” 
password guessing hack



Why? “market failure” by user lock-in
Not Apple, but users feel the pain of hack





Known for long
HTTPS: deep security flaws

Many CAs hacks
All kept silent

All CAs are a 
weakest link!



•HTTPS market
• 3 CAs sell 75% certs
• 5 CAs sell 90% certs
• For top 1k, top 100k 
and top 1m domains

Across web, similar 
market dynamics

Across communications security:
Highly concentrated security markets 





Market failures across security 
markets:

Information asymmetries 
Negative externalities
User lock in
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Historical analysis: 25 years 
of EU communications law



Current laws have old legacies:
fx. Breaking state monopolies
Not 'scoped' to same functionality

regulated



HTTPS communications:
Only CAs (weakly) regulated



Not exactly securing the entire
communications value chain

EU law offers a 
patchwork of protection



Intensely successful lobbying 
Some gems of the mid 90s 



8 april 2014, E.U. Court
Data Retention Directive Void



Landmark ruling: Human Right to 
Communications / Data Security

1. Para. 66 on c.i.a.-triad: “no sufficient 
safeguards to ensure full 

confidentiality and integrity”: 
–Quantity Data
–Sensitivity Data
–Risk of Abuse 

1. 67: Wrongly permits economic 
considerations for IT-security 



A Constitutional First Line of Defense
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Research Question:

How should the EU lawmaker protect 
private communications security?



5 general recommendations:

The EU lawmaker should: 

1. Implement human rights obligations
2. Resist regulatory capture by national security
3. Definition: ensure all elements of the c.i.a.-triad
4. Scope: technology-neutral along entire 

communications value chain
5. Intervene in persistent market failures

BONUS! 
Use analytical model developed in case studies :) 



reform inevitable on long term



Or else….

work with letters 
and bank cheques, 

just like Mr. Donner!
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Thesis, papers, presentations: 
https://www.axelarnbak.nl 
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